1 1 JAM 2005 



(43) @^R!B 
2004 R 18 B (18.11.2004) 




PCT 



fl mill IIIQ U1I1 II IIIl I D III HID IIUI I11Q 11 11F IIIIID llli III! Ill) 



(10) BK4*B8M 
WO 2004/100457 Al 



H04L 12/46, 12/66, G06F 15/00 
PCT/JP2004/003336 
2004 ^3 12 B (12.03.2004) 



(51) Bfg*#fr#S 7 : 

(21) BBtilHS-9: 

(22) mmmmBi 

(25) m&mm<D9mi 

(26) 5{S4>§PI<DWi§: 

(30) gft*^-*: 

#812003- 132903 2003 ^5 fl 12 0 (12.05.2003) JP 

(71) \timX(*m&fo<±X<Dft&m\Z'Dl*X): 

#5££*± (SONY CORPORATION) [JP/JP]; T 1410001 
$I«p D n J 1 1 E ttS J ■ I 6TB7f35^ Tokyo (JP). 



(72) fccfctf 

(75) »^%/aiEA(*BICOlxT(D^: £i4*«]^(TAK- 
ABAYASHI, Kazuhiko) [JP/JP]; T 1410001 lM^p n n 
JUBttfiJU 6TB 7 #35§V--ft^Saft 
Tokyo (JP). i|g (NAKANO,Takehiko) [JP/JP]; T 
1410001 mSSo a nJHEdtp D pJII 6 TB 7|35fV 
--ttS#a^ Tokyo (JP). *ffl (HONDA, Ya- 

suaki) [JP/JP]; T 1410001 KSfSfipJH BttSJM 6 TB 
7f 3 5-^V-—<**#art Tokyo (JP).£+a^til 
(IGARASHI, Tatsuya) [JP/JP]; T 1410001 mSif&SJU 
mit&lW 6 TB 7 #3 *|c5t#4± ft Tokyo 

(JP). 

(74) ttIA: llJH . tt(YAMADA, Eyi et al.); T 

1040041 BnStB**E£r§-TB 1f7filf^f- 

e;u»H ■ sea ■ iUBa*#it*»Br Tokyo (jp). 



= (54) TiUe: INTER-DEVICE AUTHENTICATION SYSTEM, INTER-DEVICE AUTHENTICATION METHOD, COMMUNICA- 
== TTON DEVICE, AND COMPUTER PROGRAM 



D 

a-) defaultGatewaytf) 
MACTKU*®* 



•9— /<S1 



defaultGatewayCD 



defaultGatewayCD 



d efauttGateway<D 
A2 MACTKbXBt^ 



defaultGatewayg) 



defaultGatewayCD 



o. 

-9— /*S2 



MACTKUXgft 



C1 



C1 

SHE 



A.. .CLIENT TERMINAL 

Al ...DEFAULT GATEWAY MAC ADDRESS REQUEST 
A2... DEFAULT GATEWAY MAC ADDRESS ACQUISTTION 
A3. ..CONTENT REQUEST 
A4... CONTENT ACQUISITION 



8.. .HOME ROUTER 

C. ..HOME SERVER SI 
C1 ..AUTHENTICATION 

D. ..HOME SERVER S2 



( 57 ) Abstract: Considering that a home network is connected to an external network via a home router, an access from the same 
^ network has a transmission source MAC address but an access from outside via the router has a transmission source rewritten into the 
S router MAC address. Accordingly, by comparing the MAC address of the communication partner to the MAC address of the home 

router, it is possible to automatically check whether the access is an access from the home network. It is possible to manage the use 
^ of the content acquired validly on the home server, within the private use range admitted by the copyright law, by the client terminal. 

® (57) A • *v h? — A ■ ;U— * j£*T?H6&* ^ h 7 — ^ tlX d t £ ffi^. C 



WO 2004/100457 Al IllllOlllllllIlllllllIlllllIlflllllll 



(si) ffi£Brx»a>«i*iRy* 4ta)ii(Dirt«i^ 

Rlffi;: AE, AG, AL, AM, AT, AU, AZ, BA, BB, BG, BR, 
BW, BY, BZ, CA, CH, CN, CO, CR, CU, CZ, DE, DK, DM, 
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, HR, HU, 
ID, IL, IN, IS, KE, KG, KP, KR, KZ, LC, LK, LR, LS, LT, 
LU, LV, MA, MD, MG, MK, MN, MW, MX, MZ, NA, NI, 
NO, NZ, OM, PG, PH, PL, PT, RO, RU, SC, SD, SE, SG, 
SK, SL, SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, 
VC, VN, YU, ZA, ZM, ZW. 

(84) jt^srs^fci^jBy * ±T<Dmm<D&&&m& 

pltE;: ARIPO (BW, GH, GM, KE, LS, MW, MZ, SD, SL, 
SZ, TZ, UG, ZM, ZW), 1-7V7 (AM, AZ, BY, KG, 



KZ,MD,RU,TJ,TM), 3 — □ V / < (AT, BE, BG, CH, C Y, 
CZ, DE, DK, EE, ES, FI, FR, GB, GR, HU, IE, IT, LU, MC, 
NL, PL, PT, RO, SE, SI, SK, TR), OAPI (BF, BJ, CF, CG, 
CI, CM, GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG). 



ffl -r * <fc 5 k © s-r & c t -c ^ * „ 



WO 2004/100457 




!T/JP2004/003336 



1 

Kit 

5 

*^j£ffir*Sii«IH(xDSL (x Digital Subscriber L 
i n ek CATV (Cable TV), M7-**£) ©HFftfc * 9 > 



WO 2004/100457 



T/JP2004/003336 



2 

<§igbT#-CV^ 0 S«rt©^yt/l/- nytW^PDA (Pe r s o 
10 nal Digital A s s i s t a n t s ) ft Wit «Mk * hK&T 

i: % B 6$ i: UT = vt 1 - ^ * 5 W£ frTV^ @rmKfc» 3 0^ 



WO 2004/100457 ^pTT/JP2004/003336 



3 

^i?^ LT^fc^ Ti/ f»l^-l^^©MWPKfc5 0 GSRS) 
20 2 0 0 2 - 7 3 8 6 1 fc). L^L^fe> - WJ 

25 p (Sfikim) #*n&*i/cv>s. uPnPiaHii Wt*»f^*« £ 5i:i3te< 
•srtB^J&S. UPnPH ^ ■ v'^A (os) tc:^4fe# 



WO 2004/100457 



7JP2004/003336 



4 

UPnPt'fi, *'yhV-*&y&£fl1tWBm-V. XML (extended 
Markup Language) ^T'lB^^tLfc^^ T-f ^iSrMtTlB 
SfB.SE«rfT3& 5 „ UPnP <0&3©«Egtt£AT©ii "5X^5, 
( 1 ) TYVy is > MQM : IP7K^ * if© & S<D^r^ * I D £r&#-r 5 
5 (2) 7-f^*^!J *GjS : M7— ^ ii<D#x'M*tf>#^£rfT&V\ #^>* 

T FUyi/^Jftimte*. 9 * I D£Et#L N 7*-f ;* flHgfc: J:*) 
25 if^Tjs— A • ^5/ hI7— ^^£A9iM?r.i: 1 fei 5 ^fB■^?fc5o 



WO 2004/100457 



T/JP2004/003336 



5 

fflx.\5, &mfe®8&\Zffi%<0 6 foMT KV^tfcSMAC (Me d i a Ac c 
ess Control) T K W**J8V^T**:MffW»9 * b * LT19!£ 

^3pi 0-2 7 1 1 5 4^#l:#fii©-i:)„ 

10 ^tti$Wt'<t(D»MAC7KV^^i' < 5^fc^ 

tfci" /< t©MAC7 KV-^^rA^J bT V * h ^tS^^^fe^' * 

15 

20 — * • ^n^7ASr«»i-«r.i:K:*>«. 
25 ftt5-fctife5. 



WO 2004/100457 



!T/JP2004/003336 



6 

15 ttmAmzjLtm&ttvtiLz. n^m-r^mhtitmrn^^xmrn-r^ z. 

20 tCo 



WO 2004/100457 



VJP2004/003336 



7 

X^f7t;Vb • b^^-Y (default gateway) \Z.Wtfe&tl 
SrfiJfflU 5§{f^£<£>MACT K A • ;W^©MAC7 KW*i:*tt8fc 



WO 2004/10045? ^tr/JP2004/003J36 



8 



WO 2004/100457 



T/JP2004/003336 



9 

10 UfcHlT'fcSo 

il2ft, Ell 0<D^^#iJ^r^bfc|g-t?fc5o 



WO 2004/100457 



7JP2004/003336 



10 

tiM^ ^rtteJWSfrS*— A b!7— • /w-*»*-e 



WO 2004/100457 



:T/JP2004/003336 



11 

io x> ^/fr — a • ^stJs—a • * y by— ^ftT^H^HM^;/^^^ 

20 ££>^> ^7^T^h«S*fis HC^-A b!7— ^±W2^±©*" 



WO 2004/100457 



T/JP2004/003336 



12 

- ^ j6> b * 7 r y h ssma 5 y h mm^m u fc r. t mta m u & 5 

10 5 *f^ttltt»« £ V b < ft 5 „ 

( 1 ) tJn*— J* • 3*c— A • ^ ^ f> 17— ^^fcO* >v<— ^St trig* ft 

15 V\ 

20 feftV\, 

{ix A -^jrh !7— ^ A • /W-*fefcTtfl**FB* * b ? — ^ fcg§|fe£*l, 

TV^~ ££rM^> I^C^>y M7— ^d>feOT^"fe^*t?*)H»Sj3Sfll7C©MACT 



WO 2004/100457 



T/JP2004/003336 



13 

*y hft£TWAN\ fc5VMift!l(DLAN&C^^£*LTV^ 0 A • %V M7 — 

10 • * >;y b 17—* f4, fllfcff (&*£29t) • 

bj^^if<D*^ M£g<£>LAN<5r— TZ/l'Srg^-f'S - £ <9 Ifj&^tbSo 

15 ACT Kv^Sr#^^y^iS«*:«FO^y K ^^^f b 
IK) yu— M7— ^^T^Sifi-^o 

(1) 7KVy^^«Hi: I P7 Kl/^ft^©Saof^^ I D4rfli#t5 

(2) f^^^^PM : M7-^±©^f^^©ti^V\ #7*^ 



WO 2004/100457 



:T/JP2004/003336 



14 

5 m# u = tr— ^ h y — 5: if^yfyy &#J/B u $ — 

:7*-/H» • h (dexfault gateway) (i^fr — A • /W- ^ 

|3 4£<DfBigteu ft- — • -t>y by-^±^2»-i> • ^##^"6 
^-CfeSo — A • tf— s<t±^ ft— A • M7— ^±^^^#^EL"Ct>i: 
15 V^U jfc5^fiH#JH^$^oT^£;h/tt> <fcv\ 



WO 2004/100457 ^^TT/JP2004/003336 



15 

* =e y 2 0 f± % «tliDRAM (Dynamic RAM) ft £T<Z>*NMM * U 

5 fV^T'W • aybo- 7 2 ifi N 7°ni?5/iM 0*»6>a6b*L"C< SffiWlft 
7i'iI$tlfc^iS2 2#. tV^W • =«^b^— 72 l*>6aSb*tfc 

15 -fei/tlOtjtt. 

K . (HDD :Hard Disk Drive) ra^hn — 

7 2 7Htt, HDDft^©^ft^*fPIBtt®1l2 8#88l*3avCJ8lK HDD a 
y}. a -^ 2 7M$HfcHDD 2 S^f-^roAW^^JitS. HDD 
2 8^, 7'Dir^^^ffi-^#^^-r % ^^^- (OS) ©7"n 

TV^„ 77° y • ^P^7^> 0**.tf> ^ ' t-^itt*'- 

A h!7-^Ji<©«^9^r^h»*©WBE«««rfTftofc5 N ayf^S' 

©^^7^^^©^SrfTftofc«9-r^-^'-^ • T7y^'Va >^ i?— 
^blBt^^fca^^yoS^ft^^^V'y^fflSrffftd^^-fT^ 

25 h • T7°y Vftif-CfcSo 



WO 2004/100457 



:T/JP2004/003336 



16 

.^h^ x >f©MAC7KV^^#U |[#UfcMAC7 KW^Sr# 

15 ^©MACTK^itkfttS. ffiC** M7— ^^6>©r^«T?*)^fiaHR 

ACT KV^^f7^b • y-h7x-f(DMAC7 KV-;* fc— gct***^ 5 
[iiot> gt5n©^7-f7yh^i:*^ • ^yM7^t^P^ 



WO 2004/100457 



T/JP2004/003336 



17 

fgs!SiJID£, f^©MAC7K^i:, ih-v<£j&sj&M$*L3 0 h!7— ^ 
ftgij I Dl£f3; N if— • 7^t^^ic5fe4o-CM$ntf7^;Vh • Y «7 
5 x^f©MAC7 KWfctfSfBSfcSftS. */c, LAST77^t ft^^T^-fe^ 
^tLfcf— /^© = — KH7 7»f^ti5 J: 5 MftoTl^o 
EI 8 ^-r^jT'fi. t^JTl/YV&M-Z, ^-^^A^i^WS 

10 — A • ^y M7— ^_L©f— 3^T^1r^Lfc/tE^£;ftT^3 0 

7ft— A !7— ? ±©-9-— S 2 -e£>5„ 

? 74Tl/h1$iiMte, fflCfc— A • ^5/ f ;?_t©2-&&Lt©*— A • i*— 

15 ^>fe=i^V^©^^ir^^^#i-5r kfrX*%Z> 0 ^©4^ 

^:©B#^-X?> 7t<DW$&t<Oifr~- A • ^y M7— 9 ii*bJUM£9 *7 4 T % s 



WO 2004/100457 T/JP2004/003336 



18 

m 8 fcTjk Lfc u —X;\smm { g1&T—zfjl'tp<0 LAST77 ^tts Mk\Z.T 9 -fe 

A • if— ^##-3-3*— J» • M7— 9 $19? 4 7 is h«*<^^E©P"-* 
5 /l^^-efcSir^-T^o bfc^oT. LAST7?^#$ilfc**-A • 

10 L£5i:-f<5£#. n-*«flf-^#il^ LAST77«t 

fabm^vtz^^T^y&mm^mz-tz s 3)„ 

ACT KW^Sf+^fvCV^Sa^ ^gU^e><^/^— ^iU®7^tx©f^|j:iff 
^©MAC7 K^^l-ftMbH?) I P^n hn;Wtfc 

j|a^*r3pjffl U iifl fg^tf>MACT Kl^Sr*— ^ • ;^^©MAC7 KW* £ 
Jt;tfc"f~<5 £: l£ <£ 9 tJs — A • ^5/ M7 — ^W^©7 ^ir^trfe 5/5^*5 S 

g| 1 0^«, 0 4 (31^ Lsfcfc — A • ^ -y YV— 9 (D^tem^TFl^X^Zo 
ffl7F<Dmx*tt^ tJn— • %y YV— 9t£, A • >v— 9W&X*4 *s9—*v 
Nfc£TWAN % ^6V^^LAN^^^ttTV^S 0 /ft— i» • * y 9 <D 



WO 2004/100457 



T/JP2004/003336 



19 

Hill \z.\^ mi O^^UTc^— ^ • *y h!7— ^±-e^»Ul#%^b"rV>So 

C7 Kl/*3r$t#U $t#LfcMACT K^%#bT^— A • ^{CT^-fe 
ilOMACTK^^m ^UT, i^#^MACTK^«lr-iH-S^ 

-^fgfeglJIDMfcfc, 77*^ h • H>*>f OMAC7 K^tfttt, n — 
BIi2&fi N Ell 0{c^bfc^— A • M7— ^©3&eW**UW«. IS 



WO 2004/100457 



7JP2004/003336 



20 

m&z<Asx*mf$.-r % r t &xz z> 0 

-/*ri. M^&TV&mM*^*mmm$Lmmt£k*X&v) ^ rtbfxD^^^ 

tvx<D^i^mt^x\^ 0 toz-x, ^mmnmrnrnx, m^-^^mx 

^mmmxmm^mmmmx^ m&m ©s&ie-fl&s^M a c r k^ow 
25 ^^^t^t^v^fflt^it^^i^jE^^ 



WO 2004/100457 



YJP2004/003336 



21 



WO 2004/100457 



T/JP2004/003336 



22 



WO 2004/100457 



7JP2004/003336 



23 

5 

<»: &^m£-r sat i ^la^oiRs&rawsEv^v 1 a 0 

10 
15 



WO 2004/100457 



T/JP2004/003336 



24 

i o. a^- ?u&x*ym>*v M7— ^ teSBKnrffi**— a • by— *-t<&8i 
5 mx.z>. 

1 1. —^(D^\^>^^y^iE^\m.wr^—^ ■ -v— ^t?*>9. fld?<E> 

TOf**— A -If— ^i-St L-C = ^y £^3fc LflJffi-T 6 * T V b T-fc «9 . 

15 

. i^C/ft— A ■ by— ^±l^t5w 

fc ^ 7 -f r ^ b KM u a y^^M^/Xfi n >-x >-y ^ll-T 5 7 4 -fe ^ 

20 ^^fT<lrfT^5s 

13. ^^T^Kis I^D^— ^ • ^Jf ^-h<£>2#J6J.±:<D*— • if— 

25 



WO 2004/100457 



:T/JP2004/003336 



25 

5 15. HUlSn— ^/HHaEffa^^y^tt^ 7ift^I*^»MAC7 K 
10 

16. ntm n ~ # ;«fl^ ^ y zfX*i^ A • M7-*teH 

15 

x^}Jl^$tlTV^^-^roMAC7 KV^%*^ ' h !7 — 
ttBUtiH8£ LTH#U 1^7*7*^ h • ^-h!)x^(DMAC7 K 

20 £5a»S:afflW-*, 

©MAC7 KW^Sr*— A • *y M7 — * ^Pi"?>WJ'lt#i: UT&#U 



WO 2004/100457 




T/JP2004/003336 



26 

5 ^§x.5n 

2 0. • M7«-^±"e3^f^Srfiit5*'-^ • t-XSj 

15 2 1. tJn— A • h^—^iT?^ — J\ • U — /^MLT3yr>"7?:^"t5 
2 2. tiffs*--* • b7—?±\a*2i$U±(0*~-^ ' V— ^«rWK^Tffi*t? 



WO 2004/100457 



T/JP2004/003336 



27 

5 ztzmmt-rz m^m 2 1 i-ie^ini ^„ 

2 4. gtffBo-^/l^^Wa^fi. 7^t^g»»MAC7 K^^5 

10 ^ <h sr^ns: t 1- mm 1 9 \^mm<Dmmm%so 

15 r. £ 3r^$ci:1-£it»S l 9 ^lBij£<E>iilfm§o 

26. BfriBn-^/^^wa¥^{^ 77*^ h • ^-bi7^-n-i£^£nw 

25 WS^ffi/^ISB $ frT *5 «5 s 

ittilBn — tf/i'St^S^tex Mian -*;«fiSi<^MA C7KV^^ 



WO 2004/100457 



T/JP2004/003336 



28 

r t *mmt -r sit &m 2 5 Kum^mm mm* 



WO 2004/100457 



29 



:T/JP2004/003336 



[2004^8^160 (1 6. 0 8. 0 4) BBK*$ft£9 : WIS^I0©§»^©I5H 
1, 7, 10, 16, 19, 2 5, 2 SteffilEiStltz. ; HWS*D©lt*©<6H 6 , 1 5& 



WO 2004/100457 ^^T/JP2004/003336 

30 



WO 2004/100457 




T/JP2004/003336 



e. {mm 

10 ±©«^SrWIBE"t-S»gSISIfBiE^^^"X?*>oT. 

15 a^at, 

25 3S^g3rRgU 



WO 2004/100457 ^^T/JP2004/003336 

32 



WO 2004/100457 




T/JP2004/003336 



33 



—16: l & v \&> ^ 5 jwc J: o -c«a»t- s * — * /^Sttl^ r^t> 

10 

1 1. — ^©ttastts^^ysrH^fcBi^-rs*— • t-^fcfv fikfr^ 

A • f--/^*J- tt =« ^ I"?/ SrKfc UTAH'S * T ^ hT'fc <9 . 

ti^r >y y ^ «t t> mm ■tstifr^k ex. atria*— a • ^ttWia^^-f 

15 rvM^Lnyr y'XDHtWXtt 3yry7tlt57^ty^ ©3§1t 
1 2. Buia*-A • *y M7-^_h^f*2^_ho*-A • if— ^SrWffpTfre 

20 

tz.-7 =74 Tis Y KM b 3 ^©ISik&tf/Xtt^ ^ fcWi-S 9 * ^ 

25 

13. ^7^7Vffl IrI ■ > !7-^±© 2^£LhO*-A ■ f - 

h =* is y (ommRxf/x it 3 ist v y \z.mtz> 7 << ^ <Dzm&g. n 



WO 2004/100457 ^^T/JP2004/003336 

34 



— ^ frt> Lfc = ^ is y £r*U/B ^IS £ & 6 , 

5 ?tmw t-tz m&ig i 2 \zmb<ow8fcmm&jfeo 

1 5. (|») 
15 m^y^t. 

17. MIBn-^H^^WS^^^^-^V^T. 'g-mmiT*:?;*-/!' b ■ ^ * 

20 m\mn t uxm# u «i»i^±*spi ^ h • b p <*>ma ctk 

25 18. #-A-*j'h7^±lc^y M7-^§iSU^^i^t"Sn-^/l^^ 



4^ ^rr/. 



WO 2004/100457 ^^T/JP2004/003336 

35 



WO 2004/100457 ^^T/JP2004/003336 

36 



5 ^Fl"5^^x 
10 

2 0. — J* ■ b!7— ^iT's^^^^rliWi-S^ 1 -^ * ^—^t ttfi 
2 1. /Jn" — A • ^yM7^±t*^A • t-/^j:M L"C 3 yrv ^Irltt 5 
25 2 2. itulB*- A • * y M7— * -LIU* 2 £^ Jh<Z)*-A • ^w-s&HKnTf&T? 



WO 2004/100457 




T/JP2004/003336 




WO 2004/100457 WCT/JP2004/003336 

38 



V—/*frhm&^tc*^^y%fflm°SifcX&Z>i>K m<Dib—J* • *>y M7— * 
2 4. 

•tzmmmmx&ox. 

2 6. mibo— ^/i^mfWM^mn, f7t^b -y— M^-n-ia^frv^ 

25 

2 7. • M7— ^±jc^y h!7-^W5iJ««S:ft*St5n^/i^ 



WO 2004/100457 

T/JP2004/003336 

39 



5 2 8. («IE&) /V-*»*-C**P*S' M7-^fc«|»5rtB"e, a^^STJES 



WO 2004/100457 



40 



T/JP2004/003336 



M19^ (1) lcaB-3<ttW* 
M.m^ n — # T y ~fX te, rr^ir:*^^<^§§tf>MACT FV 

zf*ffix.x\i>z>fo*mm^K.o 

^tix^^m&^—^ (omact ^u^^wi-^^m^x^^MM^, 



WO 2004/100457 ^CT/JP2004/003336 

41 



WO 2004/100457 



7JP2004/003336 



1/6 






-A 




■9- 


-/< 






7fc— A'^yh r 3— £ 



— •— ; 















11 



A 

•9— /< 



— r 

i 
i 
i 






i 
i 
\ 
\ 
\ 







A 



s 











J 





WO 2004/100457 



r CT/JP2004/003336 



2/6 



*- 


-A ! 




+f-- 


-/< 









i 




— •-j 


t 

1 
■ 








r 

i , 



IU3 



A 



• - 















WANXI*S1J0>LAN 




7|x— A 





U4 



WO 2004/100457 



r CT/JP2004/003336 



3/6 



WAN 3Ui 53'] 0) LAN 
1 



5^ 








10 




20 




26 




1 




It . 



5 



/<X30 



21 



AfcH2i 
23 








fKBD24 | 








P 25 ^ 



06 



HDD 

27 



r 



HDD 

28 



WO 2004/100457 , WCT/JP2004/003336 




4/6 



A 



A 

-9— /*S2 



defaultGateway 05 
MACTKUX^fc 


defaultGateway^) 
MACTKUX^fc i 

defaultGiatewayw 
MACTKUXBl# 


MACTKUX^Sfc 


d ef au ItGate way (D 


defaultGateway(D 


MACTKUX3fc# 


► 


- aSH 


defaultGateway (7) 
( MAC7KUX&# 








ir — 

► 





















HI7 



LAST 


*vvr>— *SftgiJlD 


■9— J *0)MACTKUX 


■9— 




Tfx— A-;u— ^A(D 
defaultGateway 


"9— -KS1 OMAC7KUX 


■9— /^S1 




A-;U— £A<D 
defaultGateway 


■9— /^S2(7)MACTKU^ 


+*•— /<S2 




?h — A • )U — $B<0 
defaultGateway 


•9—/ <S3<DMACTKUX 


-9— /<S3 



H8 



WO 2004/100457 



r CT/JP2004/003336 



5/6 




S2 



c 



START 



No 



m#<S>ID£J#0-9— A 



T 



S3 



WANXIiSUCDLAN 
I 




jfc — A 





P— ±UU 



mio 



WO 2004/100457 ^CT/JP2004/003336 



6/6 



A 

-9— /^S1 



/fr — A 
+>— /*S2 



1 1 



I I 

MACTKU*^ 


MAC7KUX&*# I 


MAC7KUX^5fc 






► 


► 


















► 
















USE 



WANXI*glJ<DLAN 
I 




A 



7^— A-^.^h'7— ^ 



n— *;u 




mi2 



INTERNATIONAL SEARCH REPORT 



International application No. 

PCT/JP2004/003336 



A. CLASSIFICATION OF SUBJECT MATTER 

Int. CI 7 H04L12/46, H04L12/66, G06F15/00 



According to International Patent Qassification (IPQ or to both national classification and IPC 



B. FIELDS SEARCHED 



Minimum documentation searched (classification system followed by classification symbols) 
Int. CI 7 H04L12/46, H04L12/66, G06F15/00 



Documentation searched other than minimum documentation to the extent that such documents are included in the fields -searched 
Jitsuyo Shinan Koho 1922-1996 Toroku Jitsuyo Shinan Kbho 1994-2004 

Kokai Jitsuyo Shinan Kbho 1971-2004 Jitsuyo Shinan Toroku Kbho 1996-2004 



Electronic data base consulted during the international search (name of data base and, where practicable, search terms used) 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* 



Y 
A 



Citation of document, with indication, where appropriate, of the relevant passages 



JP 11-203249 A (Fuji Xerox Co., Ltd.), 
30 July, 1999 (30.07.99), 
Par. Nos- [0049] to [0056]; Fig. 7 
(Family: none) 

JP 2003-07 6805 A (International Business 

Machines Corp. ) , 

14 March, 2003 (14.03.03), 

Par. No. [0027] 

(Family: n<pne) 

JP 2001-285283 A (Toshiba Corp.), 
12 October, 2001 (12.10.01), 
Fig. 3 

(Family: none) 



Relevant to claim No. 



1-4,10-13, 
19-20,28 
5,14 
6-9,15-18, 
21-27 

5,14 



1-28 



| 1 Further documents are listed in the continuation of Box C. 



1 I See patent family annex. 



* Special categories of cited documents: 

"A? document defining the general state of the art which is not considered 

to be of particular relevance 
"E" earlier application or patent but published on or after the international 

filing date 

a V document which may throw doubts on priority claim(s) or which is 
cited to establish the publication date of another citation or other 
special reason (as specified) 
u Qf document referring to an oral disclosure, use, exhibition or other means 
"F" document published prior to the international filing date but later than 
the priority date claimed 



"T* later document published after the international filing date or priority 
date and not in conflict with the application but cited to understand 
the principle or theory underlying the invention 

"X" document of particular relevance; the claimed invention cannot be 
considered novel or cannot be considered to involve an inventive 
step when the document is taken alone 

"Y" document of particular relevance; the claimed invention cannot be 
considered to involve an inventive step when the document is 
combined with one or more other such documents, such combination 
beiiig obvious to a person skilled in the art 

"&? document member of the same patent family 



Date of the actual completion of the international search 
17 May, 2004 (17.05.04) 



Name and mailing address of the ISA/ 

Japanese Patent Office 

Facsimile No. 



Date of mailing of the international search report 
22 June, 2.004 (22.06.04) 



Authorized officer 



Telephone No. 



Form PCT/ISA/210 (second sheet) (January 2004) 



BRUM* PCT/IP2004/003336 



a. &m<om-rz>&m<Dftm (Bii#fF#s (i po ) 

Int. CI 7 H04L12/46, H04L12/66, G06F15/00 



B. H^STfrofca-g 



BBESrffofc*/MRJf« (SBRmi^H (IPC) ) 

Int. CI 7 H04L12/46, H04L12/66, G06F15/00 



B*B£ffl*ft&Mft' 1 922-1 9 96^ 

B#H£tP?*ffl£rfg4S:$& 197l-2004f 

n*mmmnmm&&n 1994-2004^ 

n*mmmmm&&&m 1996-2004^ 



X 



JP 11-203249 A (*dr£ny*;M*^grtfc) 
1999.07.30, [00491 -[0056], 127 



1-4, 10-13, 
19-20, 28 



5, 14 

6-9, 15-18, 
21-27 



rpj BBtUBBfltTC* A=o«$tett©£!R«>»a!i:fc3U« 



i o -tfMMfePft v n % fetus % <z> 
r&j M-/^yh77$y-i» 



BHEMtr^T UtB 



1 7. 0 5. 2 0 0 4 



BimsiSE#&<o3s^0 2-2* 6* 2004- 



0^S#ff/f (ISA/JP) 
SC!tflOO-8915 

MMm =H^m umtmErr 1 4 # 3 # 



5X 



9 2 9 9 



03-3581-1101 3 5 9 6 



iSPCT/ISA/2 10 ($2^) (2004^1^) 



IttiMS^- PCT/JP2004/003336 



Sjhfe<ofSB<P&-s§- 



JP 2003-076805 A (4 is? — i~i^3 ^/V • Ifi^ 

• ^Z/~- >X • =1— ->g >0 2003. 03. 1 4, 

[00 27] (7r^^iL) 

JP 2001-285283 A (W^&MIt) 
2001. 10. 12, m3 (7r^^U 



5, 14 



1-28 



iSPCT/ISA/2 10 (^2^— Wmti) (2004¥1^) 



